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LAB 3 — TRUSTED PUBLISHERS

Setting up policies for Least Privilege



TRUSTED SOURCES REMOVES THE BARRIERS TO
APPLICATION CONTROL
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CyberArk automates policy creation for over 99% of application and system software
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Detect privileged unhandled applications

Detecting Internet Applications.

Protect dgainstransomware

Control unhandled applications downloaded from the internet

« Go back to Policies...Default Policies and set Control
unhandled applications downloaded from the internet.
To Detect. Click Edit policy settings.

« Under options, make sure all three check boxes are Options

Detect installation of unhandled applications downloaded from the internet (D)

Ch eCked b CI iCk Save a nd Confi rm the pOI iCy Ch a n geS - Detect launch of unhandled applications downloaded from the internet (D)
Notify end users when an unhandled application is launched

« Refresh the EPM policy on the agent.

Detect access to the sensitive resources by unhandled applications downloaded from the internet (1)

* Internet

* Intranet

* Network shares

* Memory of other processes

About CyberArk EPM Agent...
Re-enable All Popup Dialogs

g CyberArk Endpeint Privilege Manager X

@ Are you sure you want to update Cyberark EPM settings?
'.\ /.-' Press "Yes' to retrieve all settings. Press 'MNo' to retrieve recent
—  updates. Press "Cancel' to abort,

Yes | Mo Cancel

Request Settings
Get Support Info

220 PM
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Executing Code

Installer Language

Flease select a language.

* From the ‘Lab 3 — Trusted Publishers’ folder, click the Q
vlc-3.0.10-win64.exe shortcut and note how it is also —
runs. Immediately close the installer.

* From the ‘Lab 3 — Trusted Publishers’ folder, click the
Download vilc-3.0.09-win64.exe shortcut

e Run vilc-3.0.09.exe and observe the resuilt.

0 ATTACK + DEFEND 45




Events Management (beta)

Updated at e
‘5 EPM 11:26 AM -

2 Filters

©® et started

Configure trusted source policy

All All

[ By administrator

@ Privilege Management Inbox

« GO to Events Management (beta) © oo ot o

1 of 1 results

. . 82 Application Control Inbox May 09 - Today
0o 7
. . . ©= Application Catalog 110725 AM ® Block
o vIc-3.0.10-win64.exe ) / 1 1 ! v
- oY T— -
o= Application Catalog (beta) ~ Signed by VideoLAN Apply recommendation (planned)

Trust by publisher's signature

 Click .. and select Trust by publisher’s ® cms i

o— Block and do not report
. . . 5— Policies ~
signature. Click Yes to confirm
: ! Default Policies Create new custom policy (planned)
Policy Recommendations Copy application details (planned)

Application Groups
PP P Delete event

Advanced Pelicies

@ Docs

@ Trust by publisher's signature?

Add the "VideoLAN" signature to the "Trusted Sources” group of
publishers for Windows.

Application files signed with this signature are elevated if
neccessary, including their child processes and applications
installed by them.

To edit this policy after it has been created, look for "VideoLAN" on
the "Policies > Application Groups" pane.
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Locking it down.

» Go back to Policies...Default Policies.
Set * Control unhandled applications

. y Protect against ransomware off Detect Restrict
downloaded from the internet’ back to Block. e KN - |
Click Yes to confirm.

Detect privileged unhandled applications Off on

Control unhandled applications downloaded from the - ) ,
internet PP ? Off Detect Restrict Block Edit

Control unhandled applications Detect Restrict |

« Refresh EPM Agent Policy.

About CyberArk EPM Agent...
Re-enable 4ll Popup Dialogs

g CyberArk Endpoint Privilege Manager *

™%, Are you sure you want to update Cyberark EPM settings?
'.\ /.-' Press "Yes' to retrieve all settings. Press 'Mo’ to retrieve recent
i ~— updates, Press ‘'Cancel to abort.

Request Settings
Get Support Info

Executing 7zip Installer . 220PM ==
» Navigate to ‘Lab 4 — Trusted Sources’. o |
« Examine the two files and their properties.
* Run vilc-3.0.09-win64.exe and observe the result. | . ;
- Run vic-3.0.10-win64.exe and observe the result. | = ... . ) g
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Installer Language X

Please select a language.
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